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S
o far in this series on the General 
Data Protection Regulation (GDPR) 
we have provided an overview of 
the key provisions under GDPR, 

considered issues regarding the appointment 
of a Data Protection Officer and looked at 
how to obtain valid consent (see ‘Mind the 
GDPR’, 167 NLJ 7762, p8 & ‘Mind the GDPR 
(Pt 2)’ 167 NLJ 7774, p11). Our focus now 
turns to how the GDPR impacts on processors 
and issues associated with data processing 
agreements.

Processors
The GDPR defines a ‘processor’ as being the 
‘natural or legal person, public authority, 
agency or other body which processes 
personal data on behalf of a controller’. If an 
organisation can determine the purposes and 
means of the processing, that organisation 
is the controller with respect to that data 
processing. The GDPR does not change the 
scope of who is classified as a controller 
and who is classified as a processor as set 
out under the current legislation—the Data 
Protection Act 1998 (DPA 1998). 

Organisations often engage processors, 
for example to perform services in relation 
to payroll and IT systems. DPA 1998 does 
not impose direct statutory obligations on 
processors, but it does impose an obligation 
on the controller to have a contract 
in place with the processor to ensure 
(amongst other things) that the processor 
provides sufficient guarantees in respect 
of the security measures governing the 
processing to be carried out. Other matters, 
such as apportionment of liability under 
contract, can also usefully be covered but 
are sometimes overlooked, which creates 
unnecessary risk for the controller.   

When the GDPR takes effect on 25 May 
2018, direct statutory obligations will be 
imposed on processors for the first time 
in the UK. This represents a significant 
change for processors and alters the balance 
of where responsibility lies for ensuring 
appropriate protection of personal data. It 
also significantly increases the potential risk 
to processors should they suffer a data breach 
or otherwise fail to comply with their data 
protection obligations. The key obligations 
imposed on processors pursuant to the GDPR 
are summarised below.

Data processing agreement
The GDPR imposes an obligation on both 
the controller and the processor to ensure 

controller wishes to expand on the minimum 
contractual obligations set out in the GDPR 
and requires the processor to impose the 
same terms on sub-processors who may 
not be willing to accept such terms or may 
wish to negotiate other contractual terms 
(such as price) as a result of their increased 
level of obligations. If the sub-processor 
fails to fulfil its data protection obligations, 
the processor remains fully liable to the 
controller for the performance of the 
sub-processor’s obligations. It is therefore 
imperative that processors undertake 
appropriate due diligence in respect of any 
sub-processors they wish to engage.  

Processing records
Each processor is required to maintain a 
record of all processing activities carried out 
on behalf of the controller, containing: the 
name and contact details of the processor 
and of each controller on behalf of which 
the processor is acting; the categories 
of processing carried out on behalf of 
each controller; if applicable transfers 
of personal data outside the European 
Economic Area (EEA) and the suitable 
safeguards put in place; and where possible 
a general description of the technical 
and organisational security measures 
adopted by the processor. There is a limited 
exception to this obligation if the processor 
has fewer than 250 employees (although 
exactly who is classified as an ‘employee’ is 
not clear as ‘employee’ is not a defined term 
in the GDPR).

that a written processing agreement is 
in place which imposes strict contractual 
requirements in respect of the processor’s 
processing operations. 

Security obligations 
The GDPR requires processors to implement 
appropriate technical and organisational 
measures to ensure a level of security for 
personal data appropriate to the risk. What 
is deemed ‘appropriate’ will clearly vary 
depending on the nature of the processing, 
although the GDPR does set out a number 
of measures which processors should 
consider, including: pseudonymising and 
encrypting personal data; ensuring that 
personal data is backed up so that it can be 
restored in a timely manner in the event of 
a physical or technical incident; ensuring 
the confidentiality, integrity, availability, 
and resilience of the processor’s processing 
activities; and ensuring that systems are 
regularly tested and assessed to evaluate 
their effectiveness for ensuring the security of 
personal data.

Sub-processors 
If a processor wishes to engage a sub-processor 
it should first obtain the authorisation of the 
controller. In addition, the processor will 
need to enter into a written contract with the 
sub-processor which imposes the same data 
protection obligations on the sub-processor as 
are imposed on the processor in the contract 
between the controller and processor. In 
reality, this could prove problematic if the 
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Data Protection Officers
Processors, like controllers, are under an 
obligation to appoint a Data Protection 
Officer in certain circumstances. Please 
refer to our previous article in this series—
‘Mind the GDPR (Pt 2)’ 167 NLJ 7774, 
p11—for further information regarding the 
appointment of a Data Protection Officer. 

Notification
The processor is required to notify the 
controller ‘without undue delay’ after 
becoming aware of a personal data breach. 
Processors should therefore ensure that 
they have appropriate procedures in place 
in order to detect and report data breaches 
promptly to the controller. Processors 
should also maintain a record of security 
incidents and data breaches and the 
actions taken by the processor in respect 
of such incidents or breaches. It is then 
the controller, not the processor, that is 
responsible for notifying the Information 
Commissioner’s Office (ICO) and the 
affected individuals where required.

If a processor fails to comply with its 
obligations under the GDPR then the ICO 
could take enforcement action—including 
the imposition of a fine—against the 
processor. Depending on the seriousness of 
the breach, a fine could be up to 20,000,000 
EU or 4% of total worldwide annual 
turnover (whichever is higher) although 
a range of other enforcement measures 
are also available to the ICO. Processors 
should review the obligations which will 

be imposed on them—both under the 
GDPR and contractually—and ensure that 
appropriate steps are taken to not only 
comply with those obligations, but also to 
demonstrate how they comply with the 
obligations in order to mitigate the risk to 
the processor should a data breach occur.

Data processing agreements
As detailed above, DPA 1998 imposes an 
obligation on a controller to enter into 
a contract with each processor it uses, 
stipulating that the processor will only act 
on the controller’s instructions and will take 
appropriate measures to keep the personal 
data secure.

The GDPR stipulates additional 
contractual requirements which must be 
imposed on processors. Any arrangements 
between controllers and processors in force 
on 25 May 2018 (even if the arrangement 
commenced before that date) must be 
governed by a contract which meets the 
broader GDPR requirements. Controllers 
ought to be identifying their existing 
processors now and updating their contracts 
to make them GDPR compliant before the 
GDPR comes into force. 

There are a number of factors to consider 
when entering into, or varying, a data 
processing agreement. For example:
ff If you are the controller, should any 

obligations be imposed on the processor 
above the minimum requirements set 
out in the GDPR, such as in relation 
to liability or additional security 
requirements or restrictions? Has the 
processor been audited to ensure that 
they can provide sufficient guarantees 
that the requirements of the GDPR will 
be met and the rights of data subjects 
protected? The GDPR envisages that 
this task will be made easier in the 
future as processors will be able to 
demonstrate compliance by enrolling 
on a certification scheme or adhering to 
an approved code of conduct, however 
no such schemes or codes of conduct are 
currently available. Controllers should 
therefore maintain appropriate records 
demonstrating what due diligence was 
carried out on the processor should it 
ever be called into question. 
ff If you are the processor, should any 

obligations be imposed on the controller, 
such as to minimise or restrict the 
amount of personal data submitted 
by the controller to only that which is 
strictly necessary for the processing 
activity in question? Do you want or 
need to engage a sub-processor? If so, 
the contract will need to permit this and 
an appropriate agreement will need to 
be entered into with the sub-processor. 
ff Should the processor indemnify the 

controller in the event that the processor 
breaches its data protection obligations 
and the controller suffers a loss as a 
result? Should the indemnity be mutual 
in order to protect the processor in the 
event that the controller breaches its 
data protection obligations? 
ff Will any data be transferred outside 

the EEA? Personal data may only be 
transferred to a ‘third country’ in 
compliance with the conditions for 
transfer set out in the GDPR. ‘Third 
country’ is not defined in the GDPR but 
it is generally understood to mean any 
country or territory outside the EEA. If 
personal data will be transferred outside 
the EEA, is the transfer to a country 
that has been held to offer an adequate 
level of protection? If not, are there 
appropriate safeguards in place, or can a 
derogation be applied? 
ff If a broader commercial agreement 

is being varied to include new data 
processing clauses, are there any 
provisions in the original agreement 
that could impact on the variation 
agreement (for example, any caps or 
exclusions of liability in the original 
agreement that could impact on the 
liability of the controller or processor as 
set out in the variation agreement)?

The minimum obligations which must be 
imposed on processors are clearly set out 
in the GDPR, however there are a number 
of areas where friction could be generated 
between controllers and processors. In 
future, standard contractual clauses from 
the EU Commission or the ICO may be 
used in contracts between controllers and 
processors. This may simplify negotiations, 
however none has been drafted so far 
and it is unclear when any will be made 
available. 

In the absence of standard contractual 
clauses, controllers and processors will 
need to agree on any data processing 
obligations above the minimum 
requirements set out in the GDPR as well as 
their associated liabilities. In some cases, 
it may take time to find an acceptable 
common ground, but time is running out 
before the GDPR takes effect. Whether 
you are a controller or processor, if you 
have not started addressing the changes to 
data processing agreements already, now is 
definitely the time to get on with it.  NLJ

David White, senior solicitor, & Tom 
Morrison, partner, Rollits LLP (www.rollits.
com).

Next time:  Immediate issues to consider 
post-implementation & the range of ICO 
enforcement powers.
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