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Mind the GDPR: a year on
David White provides a review of the last year in the 
data protection world & considers future challenges

A
nyone who has seen Apple’s recent 
advert for its latest iPhone will 
have noticed that the advert is 
centred on privacy, declaring: ‘If 

privacy matters in your life, it should matter 
to the phone your life is on’. Apple has 
historically made privacy a focal point in the 
design of its products and used it as a selling 
tool in its marketing campaigns. The latest 
advert is, however, a step up and certainly 
intends to leave the viewer in no doubt that 
Apple takes data protection seriously.

The timing of the advert is not 
inconsequential: it arrived on our screens 
weeks after a FaceTime bug was discovered 
which enabled individuals to make calls 
via the Apple platform and listen to the 
recipient’s audio without the recipient 
having actually answered the call. The 
bug has since been fixed, but at a time 
when the public ear is attuned to such 
data mishaps, the incident caused blushes 
for a company that prides itself on its 
privacy stance and the advert was likely 
seen as an opportunity to regain the trust 
of its customers by reaffirming Apple’s 
commitment to privacy.

Apple isn’t the only organisation to realise 
that placing data protection at the core of 
its business model is a strong selling point. 
Over the last year it has become increasingly 
common to see the privacy features of 
a product—normally contained within 
a footnote—prevalent in the marketing 
campaigns and promotional materials for 
that product as organisations realise that 
their customers expect their privacy to be 
treated as a priority.

Failure to treat data protection seriously 
can have grave consequences. Facebook 
and data protection have had something 
of a tumultuous relationship over the last 
year. After the much publicised Cambridge 
Analytica scandal (where Facebook allowed 
application developers access to their 
users’ personal data without obtaining 
sufficiently clear and informed consent), 
the Information Commissioner’s Office 
fined Facebook the maximum it could 
under the Data Protection Act 1998: 
£500,000. Elizabeth Denham, Information 
Commissioner, commented that: ‘The fine 
would inevitably have been significantly 
higher under the GDPR’.

Facebook is currently being investigated 
by a number of authorities around the 
globe in respect of its handling of personal 
data (at the time of writing the Irish Data 
Protection Commission reportedly has ten 
ongoing investigations). If the outcome of 
those investigations reveals that Facebook 
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has breached its obligations in respect of 
data protection, then Facebook is at risk of 
receiving significant fines from the relevant 
authorities; indeed Facebook has reported 
that it expects to be fined up to $5bn by 
the Federal Trade Commission for privacy 
violations in the US.

In light of the above, and after receiving 
significant backlash, Mark Zuckerberg, CEO 
of Facebook, penned an open letter where 
he set out his ‘vision and principles around 
building a privacy-focused messaging and 
social networking platform’. The letter is 
a clear attempt by Zuckerberg to improve 
Facebook’s reputation on data protection 
and to set out the steps the company intends 
to take to improve its privacy settings, 
although some commentators have been 
critical saying that his ‘vision’ does not 
go far enough. The comments are also at 
odds with Zuckerberg’s decision to appeal 
the fine issued by the UK Information 
Commissioner’s Office; a move that 
has clearly frustrated the Information 
Commissioner as she publicly requested 
Zuckerberg to review Facebook’s appeal in 
light of his comments.

Over the last year an increasing amount 
of column inches has been taken up with the 
perennial debate as to whether or not our 
devices are listening in on our conversations 
and profiling us for the purposes of 
marketing (or worse). Various studies and 
investigations have been conducted with 
varying outcomes. Smart devices with 
virtual assistants (such as ‘Alexa’ or ‘Siri’) 
that are voice activated need to be able to 
respond to voice commands and so there 
is an expectation that devices with such 
virtual assistants are set up to ‘listen’ (to 
the extent a device can listen) for those 
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commands in order that the assistant can 
respond accordingly. Use of devices to 
eavesdrop or profile an individual, however, 
goes further, and it is difficult to envisage 
how such activity (to the extent that it is 
ongoing) could be conducted in compliance 
with the GDPR.

Huawei, the Chinese telecoms giant 
that may be trusted to help develop 5G 
technology in the UK, has faced scrutiny 
over its privacy credentials over the last 
few months. The US, Australia and New 
Zealand have all effectively blocked Huawei 
from supplying equipment to support their 
5G networks amidst security concerns. 
Whether or not the UK will follow them is 
yet to be seen. The concerns are linked to 
whether Huawei’s networking equipment 
could be used to harness information 
(including personal data) sent via the 
network in order carry out espionage, or 
whether Huawei could have the ability 
to disable or manipulate the network (for 
example, on the instructions of the Chinese 
government in the event of a crisis). GCHQ’s 
National Cyber Security Centre, which has 
been tasked with looking at the security of 
Huawei’s products in the UK has said:

‘The oversight board currently has not 
seen anything to give it confidence in 
Huawei’s ability to bring about change 
via its transformation programme and 
will require sustained evidence of better 
software engineering and cyber security 
quality.’

Whether or not Huawei will be 
trusted to supply equipment to the UK in 
connection with the above will depend—
to some extent—on what privacy 
assurances Huawei can give to the NSCS, 
and it will be interesting to monitor this 
over the coming months.

The above demonstrates how, despite 
the challenges organisations have faced 
since the implementation of the GDPR 
to ensure compliance with the enhanced 
regulatory framework, when data 
protection is done correctly it can be a 
powerful asset which can be exploited. 
Conversely, organisations that continue 
to ignore their data protection obligations 
are increasingly subject to greater 
scrutiny and criticism.

Individuals have become more savvy 
to their data protection rights since the 
implementation of the GDPR and have 
had their eyes opened to how their data 
may have been misused in the past. As a 
result, expectations have changed and 
individuals now expect any organisation 
with whom they share their personal 
data to be an honourable custodian of 
their data. Organisations that ignore this 
requirement are at risk of losing their 
customer base.

Potential challenges
When the GDPR was drafted the intention 
was that it would be future-proof against 
technological advancements. Yet, only a 
year on, potential strains can already be 
seen on the relationship between the GDPR 
and technological innovation.

Blockchain based technologies have 
been developed over recent years as a 
solution to a broad range of problems 
faced in various different industry sectors. 
Blockchain is commonly associated with 
Bitcoin—the volatile cryptocurrency—
however its application is much broader 
than that. At its core, blockchain is a way 
of efficiently recording, processing and 
sharing information. The technology 
could change how industry sectors operate 
and carry out transactions (particularly 
in relation to supply chain management 
where it is seen to have the potential to iron 
out inefficiencies within the supply chain, 
leading to reduced paperwork, lead times 
and cost).

“ When the GDPR 
was drafted the 
intention was that 
it would be future-
proof against 
technological 
advancements”

One of the key features (and 
advantages) of blockchain technology 
is that it creates an immutable, up-to-
date record of all transactions within 
the chain. Each new ‘block’ in the chain 
repeats information from the previous 
block and records any new information 
and such information (which may 
include personal data) cannot generally 
be changed or deleted. This, however, 
conflicts with key protections set out in 
the GDPR (for example, an individual’s 
rights to correct and delete their personal 
data). Quite how the challenges posed by 
GDPR in relation to blockchain solutions 
will be overcome is yet to be seen, with 
some commentators arguing that the two 
are fundamentally incompatible.

A final word on the data protection 
challenges posed by Brexit. At the time 
of writing it is unclear whether the UK 
will leave the EU (assuming it does leave 
the EU) with or without a deal. When the 
UK does leave the EU, the GDPR will no 
longer be law in the UK (although GDPR 
standards will be preserved in domestic 

law) and the UK will be a ‘third country’ 
for the purposes of the GDPR. This means 
that any transfer of personal data between 
the EU and the UK will be an international 
transfer and subject to the strict rules set 
out in the GDPR regarding international 
transfers.

A large amount of personal data flows 
between the UK and the EU and this will 
need to continue post Brexit to ensure 
economic and social stability and to deal 
with security concerns. Under the draft 
withdrawal agreement, the intention is 
to allow the free flow of personal data 
between EU and UK to continue during 
the transition period and for the UK to 
obtain an ‘adequacy decision’ within that 
period. Where a country has obtained 
an adequacy decision it means that the 
European Commission has examined 
and recognised that third country’s laws 
on data protection as being adequate, 
enabling the free flow of personal data 
from the EU to that third county. Whether 
or not the UK obtains an adequacy 
decision is not guaranteed, however, and 
failure by the UK to obtain an adequacy 
decision before the end of the transition 
period (or at all) would mean that UK and 
EU organisations would need to consider 
alternative safeguards when sharing 
personal data.

If the UK leaves without a deal there 
will be no transition period and, unless 
and until the UK obtains an adequacy 
decision (which could take some time) 
the position is more complicated. For 
UK organisations transferring personal 
data to the EU, the UK government has 
stated that it intends to recognise all EU 
countries as ‘adequate’ to allow data flows 
from the UK to Europe to continue. For 
EU organisations transferring personal 
data to the UK, adequate safeguards such 
as standard clauses or binding corporate 
rules must be provided to enable the 
transfer. Such measures are unwieldy and 
create an extra obstacle for organisations 
to overcome.

One year on from the implementation 
of the GDPR, some of the challenges 
posed by the GDPR are only just being 
recognised. As public demand for 
autonomous and intelligent technology 
increases, it will be interesting to see what 
innovative solutions are put forward to 
ensure that such technology can operate 
in compliance with data protection 
legislation.  NLJ
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