
Private eye
Tom Morrison catches up on key developments in 
data protection & freedom of information

Freedom of information and data 
protection interact in complex ways, 
most commonly in connection with 
requests for information under the 

Freedom of Information Act 2000 (FIA 
2000) which could constitute personal 
data under the Data Protection Act 1998 
(DPA 1998). Sometimes public authorities 
get the assessment wrong, in the eyes of 
the Information Commissioner’s Office 
(ICO), and purposely withhold information 
when it should have been disclosed or vice 
versa. In a case involving Islington Council, 
however, personal information relating to 
2,375 residents was mistakenly disclosed 
in spreadsheets released under FIA 2000. 
That mistake cost the council a £70,000 
fine. It had intended to release only the 
summarised information collated from the 
pivot tables behind the spreadsheets, not 
the source data.

By contrast the Home Office, Sussex 
Police and South Tyneside Council are now 
being intensively monitored by the ICO, 
following a series of complaints relating 
to the failure of the authorities to reply to 
information requests on time. A previous 
exercise, conducted in relation to Wirral 
Borough Council, has resulted in the council 
entering into an undertaking, requiring it to 
make improvements.

Data protection enforcement
The ICO has published a set of statistics, 
explaining the types of data breaches it 
has been tackling and the sectors most 
heavily affected. Perhaps not unexpectedly, 
the top three breaches were erroneous 
disclosures, lost or stolen paperwork and 
lost or stolen hardware. This reflects the 
early trends we have seen in enforcement 
action, where the heaviest fines have been 
reserved for those who fail to put policies, 

procedures and training in place to try to 
prevent errors, especially when the error 
is repeated. Paperwork being lost or stolen 
often arises out of circumstances which 
would not have occurred had appropriate 
procedures been followed. We are not all 
expected to have unbreakable procedures, 
but we are expected to have taken 
appropriate steps and the bar is somewhat 
higher than many organisations might have 
previously believed. Appropriate technical 
measures very clearly extend to encryption 
of mobile devices and secure systems for 
remote access, but we are still seeing cases 
coming through where the standards being 
achieved fall short of what is required.

Of equal interest is the list of sectors most 
frequently suffering data breaches. Top of 
the list are the health and local government 
sectors. This might be for a number of 
reasons—not least that organisations 
within both sectors handle huge amounts of 
personal data and employ legions of staff—
but the figures may also be distorted by the 
fact that these organisations will generally 
self-report breaches where others do not. 
Next up are education providers, the topic 
of the previous edition of this column (see 

“Private eye”, NLJ, 2 August 2013, p 18). 
Worryingly, solicitors and barristers feature 
after education, then general businesses 
and charities. 

Recent enforcement activity reflects 
these trends. NHS Surrey was handed a 
hefty £200,000 fine in July after more 
than 3,000 patient records were found on 

a secondhand computer, 
bought through an auction 
site. The organisation had 
engaged a data destruction 
company to destroy their 
hard drives for free, on 
the basis that the company 
could sell any remaining 
salvageable materials. In 
May 2012, a member of 
the public contacted NHS 
Surrey to explain that a 
computer bought online 
contained patient data. 
The ICO found that no 
data processor contract 
was in place and that 
NHS Surrey had failed to 
monitor the destruction 
process. To exacerbate 
matters, nobody could find 
complete records detailing 
all of the equipment 
passed for destruction.

Aberdeen City Council 
was also served with 
a £100,000 fine after 
an employee accessed 
meeting minutes and 

reports from her home computer. A program 
installed on her machine automatically 
uploaded the documents to a website 
with the result that sensitive information, 
relating to vulnerable children and their 
families (including details of alleged 
criminal offences), were disclosed. The 
council was criticised for its lack of home-
working policies and measures to prevent 
the downloading of sensitive information 
from the council’s network. Although the 
nature of the information disclosed was 
particularly sensitive in this case, the issues 
raised by it are far from peculiar to local 
government. Increased remote working 
and modern flexible working arrangements 
mean that all organisations need to pay 
closer attention to their systems and 
procedures to minimise regulatory and 
reputational risk.

September saw another example of an 
unencrypted hard drive being stolen. A 
password-protected drive, belonging to 
loans company Jala Transport Limited, 
containing details of 250 customers, was 
stolen from a car at a set of traffic lights. 
The fine was reduced from £70,000 to 
£5,000 to reflect the company’s financial 

IN BRIEF
 f The ICO launched a raft of enforcement 

action this summer and issued new guidance 
on direct marketing and the handling of 
subject access requests.

 f The ICO continues to lobby for prison 
sentences for serious data protection 
breaches, following further revelations 
around the use of private investigators and 
employees’ abuse of their employers’ data 
systems.
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circumstances and the fact that the breach 
had been voluntarily notified, but the case 
hammers home that encryption is not 
optional for storage devices which contain 
personal information.

Two further cases highlight the risks of 
employees unlawfully accessing personal 
information held by their employers. A 
probation officer was fined a total of £420 for 
providing a domestic abuse victim’s address 
to the alleged perpetrator in error. The victim 
lost trust in the police and the investigation 
into the alleged abuse was dropped after the 
victim broke all contact, feeling that they 
could not be trusted. The employee was 
dismissed for gross misconduct. The second 
case related to a former employee of Barclays 
Bank, who used the bank’s systems to access 
a customer’s details 22 times. She disclosed 
to the customer’s then partner (a friend) how 
many children the customer had. As with 
the first case, the employee was prosecuted 
under s 55 of DPA 1998, but in this case was 
subjected to a larger fine of £3,360, as well as 
being dismissed from her job. Following both 
cases, the ICO issued statements about the 
need for tougher punishments for data theft, 
having long called for the courts to be able to 
impose prison sentences.

Blagging, blogging, sharing
The Serious Organised Crime Agency 
(before its functions were taken over by the 
National Crime Agency) passed a list of 98 
clients of rogue private investigators collated 
in connection with Operation Millipede 
to the ICO for further investigation.  That 
investigation is expected to take several 
months. The political issues centre around 
the decision to keep the list of clients 
confidential for the time being. The Home 
Affairs Committee is keen on publishing the 
list, but the ICO fears that any publication at 
this stage may prejudice its investigations. In 
a blog post on the ICO’s website, Information 
Commissioner, Christopher Graham, said: 
“Keith Vaz and his select committee continue 

to focus on whether the private investigator 
client list should be published. But surely 
effective regulatory action is what is needed, 
rather than a day’s headlines. If MPs really 
want to do something to stop the blagging 
they should demand that ministers stop 
shilly-shallying and implement the tougher 
penalties that recognise the blagging problem 
for the scourge that it is.”

“ We are not all 
expected to have 
unbreakable 
procedures, but we 
are expected to have 
taken appropriate 
steps & the bar is 
somewhat higher than 
many organisations 
might have previously 
believed”

Clashing with another MP, Michael Gove, 
the ICO hit out against comments made 
by the education secretary that Ofsted is 
unable to share information with the police 
to protect vulnerable children in care. Any 
half decent data protection lawyer knows 
that DPA 1998 does not prohibit sharing of 
information; it simply sets the rules by which 
information can be shared. Follow the rules 
and you can share information without fear. 
Flout the rules and you can expect the ICO 
to come knocking on your door. Such is the 
level of misunderstanding on this topic that 
the Law Commission has decided to launch a 
consultation on whether there are obstacles 
to the sharing of personal data between 
public bodies. There are, but they are neither 

inappropriate nor insurmountable. The 
consultation, which closes next month, aims 
to identify whether any legislative changes 
need to be made to enable the public sector 
to better serve our citizens whilst still 
safeguarding privacy.

Guidance galore
In addition to punishing wrongdoers and 
lobbying Parliament, the ICO has been 
trying to fulfill its educational role by 
issuing a number of pieces of guidance. 
There is new guidance on direct marketing 
and the impact of the Privacy and Electronic 
Communications (EC Directive) Regulations 
2003 (SI 2003/2426), clarifying the position 
around the types of consent required for 
differing forms of marketing. Whereas the 
ICO takes a fairly pragmatic approach, it 
warns that where there are instances where 
implied consent might be sufficient, it will 
not stand for organisations taking that as a 
green light to ignore the need for consent or 
only to react when they receive a complaint. 
The key is making sure that people 
genuinely know how their information will 
be used so that they can make an informed 
decision as to who they choose to give their 
information to.

The ICO also issued a new subject access 
code of practice, which is designed to help 
organisations deal with requests, setting 
out 10 basic steps to compliance. While not 
law, the code is both useful and persuasive. 
It is also being used to fire a warning shot in 
advance of a website study, looking at how 
much information is being given to the public 
on how to exercise their rights. The ICO is 
seeking views on its current Privacy Notices 
Code of Practice, which is now over four years 
old, and is looking for recommendations as to 
changes as well as examples of good and poor 
practice.  An updated Code is expected to be 
published next year.  NLJ
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