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O
n 25 May 2018, the UK’s current 
data protection legislation—the 
Data Protection Act 1998 (DPA 
1988)—will be replaced by the 

General Data Protection Regulation (GDPR).  
The GDPR imposes significant additional 
obligations on the way organisations are 
able to lawfully obtain, hold and handle 
personal data. In this, the first of a four-part 
series on the GDPR, we consider why the 
current data protection legislation needed 
updating and provide an overview of some 
of the key changes being introduced.   

the need for reform
It has long been recognised that an 
individual’s personal data is a valuable 
commodity which should be protected by any 
organisation that has access to or uses it. The 
first fundamental piece of legislation which 
focused on data protection in the UK was the 
Data Protection Act 1984, which set out some 
principles but had limited applicability and a 
poor enforcement regime. 

With the digital age gaining pace it was 
recognised, at a European level, that the 
EU’s data protection regime needed to 
develop and, to some extent, be harmonised 
across EU member states. This culminated 
in a European Data Protection Directive 
in 1995 (‘the Directive’). DPA 1988 
implemented the Directive in the UK and 
has long since become a piece of legislation 
which most organisations are familiar with.  

Since the Directive was drafted, 
technology and the way that we 
communicate and interact has developed 
beyond all recognition. The rate at which 
information is shared, particularly using 
social web and mobile technologies, has 
increased in both volume and nature 
substantially. Advances in information 
technology have not always been matched 

by corresponding advances in data 
protection law. In the late 2000s the lack of 
significant penalties for those flouting data 
protection legislation became a real issue.  
This ultimately resulted in the Information 
Commissioner’s Office (ICO) being granted 
the power to impose fines of up to £500,000 
on any data controller committing certain 
serious contraventions of DPA 1998 without 
having to first go to court.    

At first the fines issued by the ICO were 
relatively low although still in the tens of 
thousands compared with the hundreds of 
pounds fines previously issued by the courts. 
More recently the ICO has sought to clamp 
down harder on mishandling of personal 
data by issuing large fines (the current 
record being £400,000). The potential 
reputational damage to an organisation 
following a data protection breach has also 
been amplified due to the increasing level of 
media attention surrounding such incidents. 

Clearly, though, not all organisations 
adequately address their data protection 
obligations and allocate sufficient time and 
resources to ensure that personal data is 
properly protected. It was decided (again at 
a European level) that reform was needed 
to instigate a change in culture towards 
data protection, to modernise and further 
homogenise the law across Europe, and to 
strengthen the protection granted to EU 
citizens in respect of their personal data.  
Years of debate, negotiation and lobbying 
ensued, finally resulting in the GDPR.  

overview of the key provisions under 
the GDpr
Despite a general perception to the contrary, 
the GDPR does not ride roughshod over 
the DPA or completely change the way in 
which organisations are required to process 
personal data. Under the DPA, for example, 
an organisation which is responsible 
for determining how and why personal 
data is processed is a data controller and 
an organisation which acts on the data 
controller’s behalf is a data processor. That 
will remain the case under the GDPR.  The 
definitions of ‘processing’ and ‘personal 
data’ are broadly similar too—in essence, 
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personal data includes any information 
relating to a living individual who can be 
identified from that data and processing 
means pretty much any operation 
performed on personal data.  

DPA 1998 only imposes obligations on 
data controllers. The GDPR introduces 
direct, statutory data protection obligations 
on processors as well as controllers and 
this does represent a significant change.  
Not least, it means that the ICO will be 
able to issue fines against processors who 
fail to comply with their data protection 
obligations.    

principles
The general principles of the GDPR 
remain much the same as those set out 
in DPA 1998, but there are a number of 
new requirements. Personal data must 
be processed lawfully, fairly and in a 
transparent manner in relation to the 
data subject. The explicit transparency 
requirement is technically new under the 
GDPR and means that information must 
be provided to data subjects on why their 
personal data is being collected, used or 
otherwise processed in a manner which is 
easily accessible and easy to understand.

Personal data should only be collected 
for specified, explicit and legitimate 
purposes, and should not be processed 
in any manner incompatible with those 
purposes. Personal data should also be 
collected and processed only to the extent 
that is adequate, relevant, and limited to the 
minimum extent necessary in relation to 
the purposes for which they are processed. 
This data minimisation principle expands 
the requirements under DPA 1998 and is 
designed to ensure that controllers do not 
engage in unnecessary processing activities.

Personal data held must be accurate and 
kept up-to-date. Data should be anonymised 
or deleted after it has been processed for 
the purposes for which it was obtained and 
timescales should be established for erasure 
or periodic review of personal data.  

Organisations have to be able to 
demonstrate compliance with the principles 
set out in the GDPR. This accountability 
principle is new under the GDPR and 
means that organisations will be required 
to have in place, and be able to proactively 
demonstrate compliance with, appropriate 
policies, procedures and governance 
measures in relation to data protection. 

consent
Under DPA 1998, in order to demonstrate 
that personal data has been processed 
lawfully and fairly an organisation has to 
issue a fair processing notice and satisfy 
one of the fair processing conditions set 
out in DPA 1998, eg that the data subject 
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In the first of a series of articles, rollits LLp provides an 
essential overview of the General Data Protection Regulation
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has given consent to that processing, or 
that processing is necessary to perform 
a contract with the data subject or to 
comply with a legal obligation of the data 
controller). This will remain the case under 
the GDPR.

Where consent is used as the lawful 
basis for processing personal data, 
the requirements for obtaining and 
demonstrating consent are more onerous 
under the GDPR than under DPA 1998.  
Under the GDPR, the data subject is required 
to carry out a clear affirmative action in 
order to demonstrate consent.  That means 
that pre-ticked boxes, silence from the data 
subject or ‘opt-out’ boxes will no longer 
suffice. 

Under the GDPR consent must be 
verifiable, meaning organisations relying 
on consent will need to maintain records 
demonstrating what a data subject has 
consented to, what they were told and when 
and how they consented.

Data protection officers 
Under the GDPR the appointment of a Data 
Protection Officer (DPO) is mandatory for 
public authorities or public bodies. It is also 
mandatory for all other organisations where 
that organisation’s ‘core activities’ consist 
of ‘monitoring individuals systematically 
and on a large scale, or processing special 
categories of personal data on a large scale 
or data relating to criminal convictions and 
offences’. At present, the appointment of a 
data protection officer is recommended as 
good practice, but is not compulsory.  

The DPO is not responsible for compliance 
with the GDPR (which will remain the 
responsibility of the controller and 
processor). The DPO’s primary role is to 
foster a data protection culture within the 
organisation by raising awareness, training 
staff, and conducting audits. In order to 
fulfil those tasks the DPO is required to have 
expert knowledge on data protection law 
and practices. 

The DPO must be able to perform his or 
her task in an independent manner and 
(while the DPO can fulfil other tasks and 
duties within the organisation) any other 
role fulfilled by the DPO in the organisation 
must not lead to a conflict of interest. This 
will be a challenge in practice.

individuals’ rights
Individuals’ data rights under DPA 1998, 
such as the right to be informed and 
the right of subject access have been 
strengthened by the GDPR. The information 
which must be provided to data subjects 
is more extensive and requests have to be 
dealt with without delay and no later than 
one month of receipt of the request (the 
response time under DPA 1998 is 40 days).  
Furthermore, organisations will not be able 
to charge a fee for responding to a request.   

The GDPR also creates new rights, such 
as the ‘right to be forgotten’ (which permits 
a data subject to have their personal data 
erased in certain circumstances) and the 
‘right to data portability’ (which permits 
a data subject to have his or her data 
transferred from one controller to another 
where technically feasible).  

Data subjects will also have additional 
rights to object to the processing of their 
personal data in certain circumstances.  
When the right applies, the controller 
must comply with the request unless the 
controller can demonstrate compelling 
legitimate grounds for the processing that 
override the data subject’s interests.  

Breach & enforcement powers
Under the GDPR, organisations are required 
to notify the relevant supervisory authority 
(the ICO in the UK) and, in some cases, the 
individual concerned, if there has been a 
data protection breach. If there has been a 
notifiable breach, it must be reported to the 
relevant supervisory authority within 72 
hours. This is new. 

The GDPR also significantly increases 

the level of fine which can be issued for a 
data protection breach from £500,000 to 
4% of the organisation’s annual worldwide 
turnover for the preceding financial year or 
€20 million (whichever is greater) in respect 
of more serious breaches.   

expanded territorial reach
Controllers and processors which offer or 
provide goods or services to, or monitor 
the behaviour of, data subjects in the EU 
(which will include most organisations 
with an online presence) are required 
to comply with the GDPR irrespective of 
whether or not they themselves are based 
in the EU.  

If a controller or processor is caught 
by the above but is not located in the 
EU then (subject to certain exceptions) 
they will have to designate in writing a 
representative in the EU.  This means that 
many non-EU organisations that were not 
required to comply with the Directive will 
now fall within the scope of the GDPR.

Summary
The changes introduced by the GDPR 
create a number of challenges for 
organisations that process personal data. 
Organisations that have DPA compliant 
measures in place will be in a good 
position to handle those challenges. 
Organisations which have, to date, 
adopted a more lackadaisical attitude 
towards their data protection obligations 
have a lot of work to do to avoid falling 
foul of the new regime and suffering 
potentially damaging consequences.    NLJ

David White, senior solicitor & Tom Morrison, 
partner, Rollits LLP (www.rollits.com; david.
white@rollits.com; tom.morrison@rollits.com).

In the next part in this series on the GDPR 
we will look in more detail at the role of data 
protection officers and the issues surrounding 
obtaining valid consent.
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